
It is a well-known fact in computer security that security problems are very 
often a direct result of software bugs. That leads security researches to pay 
lots of attention to software engineering. The hope is to avoid the ever pre-
sent penetrate-and-patch approach to security by developing more secure 
code in the first place. - McGraw and Felton, 1999.

It’s no wonder that including security early in 
the development process will usually result in 
less expensive, less complex and more effec-
tive security than adding it during the life-
cycle.

Given that ISO 17799 is the international code 
of reference for information security, we will 
focus on how to integrate key controls se-
lected from such standard into all phases of 
the SDLC process, from initiation to disposal. 

SDLC is a framework for developing software 
successfully that has evolved with method-
ologies over time. Discussions over different 
models are out of the scope of this article but 
regardless of which software development 
model is used, there are typical phases that 
need to be included. The basic phases are:

• Project initiation and functional requirements 
definition
• System design specifications

• Build (develop) and document
• Acceptance
• Transition to production (installation)
• Operations and maintenance support (post-
installation)
• System replacement (disposal).

Therefore, to successfully include security into 
the SDLC process, the following requirements 
must be met:

• It must be based on security principles ad-
hering to a recognized standard and informa-
tion privacy.
• It must be focused on risk and compliance
• It must include activities designed to ensure 
compliance to ISO 17799:2005
• It must require security-related steps in 
SDLC procedures
• It must be supported by management as 
well by information and business process 
owners.
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Before going further, we can think in ISO 
17799 like ‘the security control supermarket’; 
hence, you go there and pick what you fancy! 
However, this is a peculiar supermarket in the 
way that you need to justify all the decisions 
you make on what controls you choose and 
what controls you don’t. This justification will 
be based in periodic risk assessments. This is 
what we call a risk based approach.

So based on these typical phases, the next 
section provides a correlation of where secu-
rity tasks and ISO 17799 based controls 
should be included during the activities com-
pleted at each of these SDLC basic phases.

Security Activities within the SDLC

Project initiation and functional require-
ments definition

At the beginning phase, business needs are 
identified along with the proposed technical 
solution. The identified solution must be 
aligned to business strategy as well as to IT 
strategy and security strategy.

At this stage, ISO 17799:2005 section 6 (Or-
ganization of Information Security) highlights 
the importance of a well established security 
management framework where security re-
lated decisions are supported by the busi-
ness, responsibilities are clearly allocated and 
activities coordinated across the organization. 
During this early phase of development, the 
organization will determine its information se-
curity requirements, often developed by suc-
cessive refinement, starting from a high level 
of abstraction that may include the information 
security policy and the enterprise architecture, 
and then adding additional specifications dur-
ing consecutive phases.

However, the definition of the security re-
quirements must always include security 
categorization and a preliminary risk assess-
ment. 

According to section 7 (Asset management 
and information classification), to ensure that 
the information handled by your application 
receives the appropriate level of protection, 
you will have to identify information assets 
and categorize each according to regulatory 
impact, business criticality and sensitivity. 

Most of information classification schemes 
define three levels (low, moderate or high) of 
potential impact for organizations or individu-
als should there be a breach of security (a 
loss of confidentiality, integrity or availability). 
This standard will assist you in making the 
appropriate selection of security controls for 
your application.

On the other hand, a preliminary risk assess-
ment will result in a brief initial description of 
the basic security needs of the system, ex-
pressed again in terms of the need for integ-
rity, availability and confidentiality. This as-
sessment will establish the threat environment 
in which the application will operate, followed 
by an initial identification of required security 
controls that must be met to protect it in the 
intended operational environment. The tech-
nical, operational and economical feasibility of 
these controls and any other security alterna-
tives must be analyzed at this point. A cost / 
benefit analysis should be undertaken for 
each control, resulting in a preliminary risk 
treatment plan. To assess the effectiveness of 
those controls, a security test and evaluation 
plan will be developed in order to provide im-
portant feedback to the application developers 
and integrators at later stages.

This risk-based approach, as stated on sec-
tion 4 from the standard, is the basis for any 
successful security initiative; hence risk as-
sessments must be repeated periodically dur-
ing the application lifecycle to address any 
changes that might influence the risk assess-
ment results, until consistency is achieved.

Although you can choose among many differ-
ent risk analysis methods, the risk assess-
ment will not necessarily be a large and com-
plex document. It is extremely easy to get lost 
in a complex risk analysis, so bear in mind 
that the risk assessment is a mean to achieve 
your goal but not the goal itself, so keep it 
simple.

In addition, the application context should be 
considered, as it might affect other applica-
tions or systems to which it will be directly or 
indirectly connected. If the context is not con-
sidered, there is a possibility that the applica-
tion being developed could compromise other 
organization systems.
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Additionally, the security functional require-
ments analysis should include not only a se-
curity policy and enterprise architecture 
analysis, but also an analysis of applicable 
laws and regulations, such as the Privacy Act, 
HIPAA, SOX, ISO 27001, and others, which 
define baseline security requirements. As sec-
tion 15.1 (Compliance with legal require-
ments) states, all relevant legal and contrac-
tual requirements as long as functional and 
other IT security requirements should be ex-
plicitly defined, documented, and kept up to 
date for each information system in the or-
ganization.

A preliminary business continuity plan focused 
on the required business objectives is also 
produced at this point, e.g. restoring of spe-
cific communication services to customers in 
an acceptable amount of time, etc. Producing 
this plan requires full involvement from appli-
cation and business processes owners, and 
again, is based on a business continuity risk 
assessment. A list of items that must be con-
sidered within the business continuity plan-
ning process is included in section 14.1.3 

(Developing and implementing continuity 
plans including information security) of the 
standard.

Typically, a service level agreement (SLA) is 
also required to define the technical support 
or business parameters that an application 
service provider will provide to its clients, as 
well as the measures for performance and 
any consequences for failure. These kinds of 
agreements together with a typical list of 
terms are covered on section 6.2.3 (Address-
ing security in third party agreements) of the 
standard.

This section finalizes with the security frame-
work documentation, resulting in a high-level 
description of the security issues, risks and 
controls in the proposed application and the 
assurance requirements. This material will be 
used to support the derivation of a cost esti-
mate that addresses the entire life-cycle. It is 
usually the case that there is a balance such 
that increased expenditures during early de-
velopment stages may result in savings dur-
ing application operation.

PRIOR THE APPROVAL OF DESIGN SPECIFICATIONS, A COMPREHENSIVE SECURITY 
RISK ASSESSMENT SHOULD HAVE BEEN CONDUCTED

System design specifications

This phase includes all activities related to ac-
tually designing the application. In this phase, 
the application architecture, system outputs, 
and system interfaces are designed while 
data input, data flow and output requirements 
are established. Detailed security specifica-
tions are included into the formal baseline 
documentation and the security test plan will 
be updated, including specific procedures on 
how to validate system components through 
development and deployment stages. 

Prior the approval of design specifications, a 
comprehensive security risk assessment 
should have been conducted, including those 
risks related to third parties that may require 
access to the organization’s information and 
information processing facilities. This as-
sessment will result in the identification of ap-
propriate security controls that will be agreed 
and included into a contract or into a SLA. A 

list of issues that should be taken into account 
before granting access to any external party 
are listed in section 6.2.1 (Identification of 
risks related to external parties) of the stan-
dard.

At this point, access control rules must be de-
fined to ensure that access to information and 
information processing facilities are controlled 
on the basis of business and security re-
quirements previously defined. In addition, a 
policy should be in place to maintain the secu-
rity of information that may be exchanged 
through the application with any external en-
tity. Section 10.8.1 (Information exchange 
policies and procedures) contains a compre-
hensive list of security issues that should be 
considered when using electronic communi-
cation facilities for information exchange, i.e. 
using cryptographic techniques to protect the 
confidentiality, integrity and authenticity of in-
formation.
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Capacity management is also a key area that 
must be formally considered when it comes to 
application development. At this stage, sec-
tion 10.3.1 (Capacity management) states 
that any projections of future capacity re-
quirements should take account of new busi-
ness and system requirements and current 
and projected trends in the organization’s in-
formation processing capabilities. This is par-
ticularly important in case your application re-
quires any resources with long procurement 
lead times or high costs.

At the end of this phase, all appropriate secu-
rity controls must be defined and included into 
the application design specifications.

Build (develop) and document

During this phase, the source code is gener-
ated, test scenarios and test cases are devel-
oped, unit and integration testing is con-
ducted, and the program and system are 
documented for maintenance and for turnover 
to acceptance testing and production. 

At this stage, the parallel security activities 
must ensure that any security-related code is 
actually written (or procured) and evaluated, 
security tests are performed and that all ap-
proved security components in formal base-
line are included.

Most of security controls that will be imple-
mented during this phase are found on sec-
tion 12 (Information systems acquisition, de-
velopment and maintenance) of the standard, 
i.e.:

• Input and Output data validation to ensure 
that data is correct and appropriate and to 
prevent standard attacks including buffer 
overflow and code injection.
• Validation checks to detect any corruption of 
information through processing errors or de-
liberate acts.
• Cryptographic techniques to ensure authen-
ticity and protecting message confidentiality 
and integrity in applications.

Additionally, section 12.4 (Security of system 
files) gives some guidelines on securing ac-
cess to system files and program source 
code. Test environments are usually compli-
cated and difficult to manage environments, 

so special care should be taken to avoid ex-
posure of sensitive data within them. It is 
highly recommended to avoid the use of op-
erational databases containing personal data 
or any other sensitive information for testing 
purposes, as this could result in a breach of 
data protection laws, and access to program 
source code and associated items (such as 
designs, specifications, verification plans and 
validation plans) should be strictly controlled 
in order to prevent the introduction of unau-
thorized functionality and to avoid uninten-
tional changes. Section 12.4.3 gives particular 
recommendations to control access to pro-
gram source libraries in order to reduce the 
potential for corruption of computer programs.

Acceptance

In the acceptance phase, an independent 
group develops test data and tests the code 
to ensure that it will function within the organi-
zation’s environment and that it meets all the 
functional and security requirements. Prior to 
this stage, managers should ensure that the 
requirements and criteria for acceptance of 
new applications are clearly defined, agreed, 
documented and tested. It is essential that an 
independent group test the code during all 
applicable stages of development to prevent a 
separation of duties issue, as recommended 
by section 10.1.3 (Segregation of duties) of 
the standard.

As recommended in the previous section, any 
test must be carried out with previously sani-
tized data to ensure that sensitive production 
data is not exposed through the test process. 
A list of items that should be considered prior 
to formal application acceptance being pro-
vided is found on section 10.3.2 (System ac-
ceptance).

Good practice, as stated in section 10.1.4 
(Separation of development, test and opera-
tional facilities), includes the testing of soft-
ware in an environment segregated from both 
the production and development environ-
ments, as this provides a means of having 
control over new software and allowing addi-
tional protection of operational information 
that is used for testing purposes. This should 
include patches, service packs, and other up-
dates.
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The security testing should uncover all design 
and implementation flaws that would allow a 
user to violate the software security policy and 
requirements, and to ensure test validity, it 
should be tested in an environment that simu-
lates the intended production environment. As 
a result of such tests, security code may be 
installed and necessary modifications under-
taken.
 
Section 12.6.1 (Control of technical vulner-
abilities) provides guidance on how to perform 

integrated application component tests and 
identifies several steps that should be fol-
lowed to establish an effective management 
process for technical vulnerabilities, including 
vulnerability monitoring, vulnerability risk as-
sessment, patching, asset tracking, etc.

This will be the last chance to detect security 
weaknesses or vulnerabilities as, once the  
application security has been verified and the 
system has been accepted, it will moved into 
production.

SPECIAL CARE SHOULD BE TAKEN WHEN TRANSFERRING A SYSTEM FROM 
DEVELOPMENT TO OPERATIONAL STAGE, AS SUCH CHANGES CAN IMPACT 
ON THE RELIABILITY OF APPLICATIONS

Transition to production (installation)

During this phase the new system is transi-
tioned from the acceptance phase into the live 
production environment. Typical activities dur-
ing this phase include training the new users 
according to the implementation and training 
schedules; implementing the system, includ-
ing installation, data conversions, and, if nec-
essary, conducting any other parallel opera-
tions. Security control settings and switches 
are enabled in accordance with the defined 
security baseline and available security im-
plementation guidance.

Parallel security activities verify that the data 
conversion and data entry are controlled and 
only those who need to have access during 
this process are allowed on the system.

Also, an acceptable level of risk is determined 
and accepted by business managers and ap-
propriate controls are in place to reconcile 
and validate the accuracy of information after 
it is entered into the system. It should also be 
tested the ability to substantiate processing.

Special care should be taken when transfer-
ring a system from development to opera-
tional stage, as such changes can impact on 
the reliability of applications. Therefore, sec-
tion 10.1.4 (Separation of development, test 
and operational facilities) gives additional rec-
ommendations that should be considered, i.e. 
removing any development tools or system 
utilities from operational systems when not 
required, removing development and test per-

sonnel access rights to the operational sys-
tem and its information, etc.

However, even though small organizations 
may find enforcing segregation of duties and 
environments difficult to achieve, the principle 
should be applied as far as possible and prac-
ticable. Whenever it is difficult to segregate, 
as recommended by section 10.1.3 (Segrega-
tion of duties), other controls such as monitor-
ing of activities, audit trails and management 
supervision should be considered.

Finally, transition to production must be con-
trolled by the use of formal change control 
procedures to minimize the corruption of in-
formation systems. You will find a compre-
hensive list of items that the change proce-
dures should include on section 12.5.1 
(Change control procedures).

Operations and maintenance support 
(post-installation)

During this phase, the application will be in 
general use throughout the organization. The 
activities involve monitoring the performance 
of the system and ensuring continuity of op-
erations. This includes detecting defects or 
weaknesses, managing and preventing sys-
tem problems, recovering from system prob-
lems, and implementing system changes.

It’s no wonder that inadequate control of 
changes is exactly the most common cause of 
system and security failures.
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Therefore, to ensure the correct and secure 
operation of information processing facilities, 
any changes to systems and application soft-
ware should be subject to strict change man-
agement control, as recommended by section 
10.1.2 (Change management).

In general, changes to operational systems 
should only be made when there is a valid 
business reason to do so, and must be al-
ways preceded by an assessment of the po-
tential impacts, including security impacts, of 
such changes. Hence, periodic risk analysis 
are required whenever significant changes 
occur, including a change in data sensitivity or 
criticality, relocation or major change to the 
physical environment, new equipment, new 
external interfaces, new operating system 
software (as considered on section 12.5.3 – 
Technical review of applications after operat-
ing system changes -), or new application 
software. It is recommended that a specific 
group or individual is given responsibility for 
monitoring vulnerabilities and vendors’ re-
leases of patches and fixes. Also, someone 
should be assigned the task of verifying com-
pliance with applicable service level agree-
ments according to the initial operational and 
security baselines.

Other parallel security activities considered 
during this stage include:

• System monitoring to detect any unauthor-
ized information processing activities, to 
check the effectiveness of controls adopted, 
and to verify conformity to an access policy 
model, as stated on section 10.10 (Monitor-
ing). This section also addresses audit logging 
activities, the protection of log information and 
logging facilities and supporting activities like 
clock synchronization. 
• Network security management to ensure the 
protection of the application information and 
the protection of the supporting infrastructure 
as stated on section 10.6 (Network security 
management).
• Technical compliance checking to ensure 
that hardware and software controls have 
been correctly implemented and usually in-
volving penetration tests or vulnerability as-
sessments as considered on section 15.2.2 
(Technical compliance checking). Special care 
should be taken when auditing to minimize 
the risk of disruption to business processes 

and access to audit tools should be protected 
to prevent any possible misuse or compro-
mise. Further information on this topic can be 
found on section 15.3 (Information systems 
audit considerations).
• Documenting operating procedures as con-
sidered on section 10.1.1 (Documented oper-
ating procedures), to ensure the correct and 
secure operation of information processing 
facilities. This control also helps to ensure that 
system activities associated with the applica-
tion (backups, maintenance, media handling, 
etc…) are always made available and up-
dated to all users who need them.
• Control of operational software to minimize 
the risk of corruption to operational systems 
by implementing a rollback strategy, activating 
auditing logs, archiving old versions of soft-
ware and other guidelines found on section 
12.4.1 (Control of operational software).
• Protection against malicious and mobile 
code to protect the integrity of software and 
applications. Section 10.4 (Protection against 
malicious and mobile code) provides guid-
ance on the detection, prevention and recov-
ery controls that should be implemented 
across the organization.

Nevertheless, when it comes to access con-
trol, the standard allocates a whole section to 
this pillar of security. Controlling the allocation 
of access rights to information systems, privi-
lege management, password management 
and the review user access rights are a day-
to-day challenge. You’ll find particularly useful 
to follow the guidelines found on section 11 
(Access control) and to implement those spe-
cific controls that will be selected as a result 
of the previous risk assessments.

System replacement - disposal

Disposition, the final phase in the SDLC, pro-
vides for disposal of the application in place. 
Information security issues associated with 
disposal should be addressed explicitly. In 
general, when information systems are trans-
ferred, obsolete, or no longer usable, it is im-
portant to ensure that organization resources 
and assets are protected. Generally, an appli-
cation owner should archive critical informa-
tion, sanitize the media that stored the infor-
mation and then dispose of the hardware/
software.
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ISO 17799:2005 gives particular emphasis to 
secure disposal or re-use of equipment (sec-
tion 9.2.6) when it recommends that all de-
vices containing sensitive data should be 
physically destroyed or the information should 
be destroyed, deleted or overwritten using 
techniques to make the original information 
non-retrievable rather than using the standard 
delete or format function.

Finally, as stated on section 9.2.7 (Removal of 
property) you must remember that any 
equipment, storage media, information or 
software should not be taken off-site without 
prior authorization and, where necessary and 
appropriate, it should be recorded as being 
removed off-site.

SDLC Phases Project Activities Parallel Security          
Activities

ISO 17799:2005     
mapping

Project Initiation and 
Functional Require-
ments Definition

• Identify business needs
• Identify areas affected and 
responsibilities
• Develop functional require-
ments
• Propose technical solution
• Evaluate alternatives
• Document project’s objec-
tives, scope, strategies, costs 
and schedule.
• Select / approve approach
• Prepare project plan
• Prepare preliminary test plan
• Select acquisition strategy
• Establish formal functional 
baseline

• Determine security re-
quirements
• Classification and criticality 
of information/applications
• Identify legal, statutory and 
contractual requirements
• Initial Risk Analysis
Cost / benefit analysis
• Preliminary contingency 
planning
• Prepare a security evalua-
tion plan
• Include security require-
ments in the security base-
line as well as in request for 
proposal and contracts
• Determine SLAs
• Document security frame-
work

5.1.1 – Security Policy
7.x – Asset management 
and information classifica-
tion
6.1.1, 6.1.2, 6.1.3 – Organi-
zation of Information Secu-
rity
12.1 – Security require-
ments of information sys-
tems
6.2.3 – Addressing security 
in third party agreements
15.1 – Compliance with 
legal requirements
14.1.3 – Business Continu-
ity Management

System Design Speci-
fications

• Develop detailed design 
(system architecture, system 
outputs and system inter-
faces).
• Detail the solution’s interac-
tions with external systems.
• Update testing goals and 
plans. Establish data input, 
data flow and output require-
ments.
• Establish formal baseline/
quality controls and require-
ments.

• Identification of Risks re-
lated to external parties.
• Define access control strat-
egy
• Define security specifica-
tions (program, database, 
hardware, firmware and net-
work)
• Develop security test pro-
cedure
• Include security area in 
formal baseline documenta-
tion and quality assurances

11.1 – Business require-
ment for access Control
6.2.1 – Identification of risks 
related to external parties
10.8.1 – Information ex-
change policies and proce-
dures
10.3.1 – Capacity man-
agement

Build/Development and 
Documentation

• Construct source code from 
detailed design specifications.
• Perform and evaluate unit 
tests.
• Implement detailed design 
into final system.

• Write or procure and install 
security-related code.
• Control access to code.
• Evaluate security-related 
code.
• Ensure approved security 
components in formal base-
line are included.

12.2.x –Correct processing 
in Applications
12.3.x – Cryptographic con-
trols
12.4.x – Security of System 
Files
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SDLC Phases Project Activities Parallel Security          
Activities

ISO 17799:2005     
mapping

Acceptance • Test system components.
• Validate system perform-
ance.
• Install system.
• Prepare project manuals.
• Perform acceptance  test.
• Accept system.

• Sanitize test data.
• Independent security tests.
• Install security code with 
necessary modifications.
• Document security controls.

10.3.2 – System accep-
tance
12.6.1 – Technical vulner-
ability management
10.1.4 – Separation of de-
velopment, test and opera-
tional facilities

Transition to Produc-
tion (implementation)

• Train new users according to 
implementation.
• Implement the system (in-
stallation, data conversions...).

• Control data conversion 
and data entry.
• Reconcile and validate data 
integrity.
• Enforce segregation of du-
ties and segregation of envi-
ronments.

12.5.1 – Change control 
procedures
10.1.3 – Segregation of 
duties
10.1.4 – Separation of de-
velopment, test and opera-
tional facilities

Operations and Main-
tenance Support (post-
installation)

• Monitoring performance.
• Ensuring continuity of opera-
tions.
• Detect weaknesses or de-
fects.
• Manage and prevent system 
problems.
• Recover from system prob-
lems.
• Implement system changes.

• Periodic risk analysis.
• Change management.
• Verify compliance with ap-
plicable SLAs and security 
baselines.
• Maintain release integrity 
with secure and controlled 
environments.

10.10. x – Monitoring
12.5.2 – Technical review of 
applications after operating 
system changes
10.6.x – Network security 
management
11.x – Access control
15.2.2 – Technical compli-
ance checking
15.3.x – Information sys-
tems audit considerations
10.1.1 – Documented oper-
ating procedures
12.4.1 – Control of opera-
tional software
10.4.x  - Protection against 
malicious and mobile code

System Replacement - 
Disposal

• Hardware and Software dis-
posal.

• Information preservation.
• Media sanitization.

9.2.6 – Secure disposal or 
re-use of equipment
9.2.7 – Removal of property

Conclusion

Introducing a risk management program along 
all your project phases is the key to success 
in introducing security into SDLC. However, 
we must admit that it can be challenging on 
an uncompleted cycle and identification of 
mitigation points is sometimes tricky. Addi-
tionally, adding an IT process-centered prac-
tice approach, like ITIL and COBIT, aids in be-
ing able to determine how best to embed se-
curity controls into your operational processes 

and how to measure their effectiveness. Se-
curity awareness is another driving factor and 
collaboration between all parties, the business 
and ICT department, is critical.  Management 
must be clearly committed to information se-
curity and managers must be made responsi-
ble and accountable for the security of their 
application systems. They should ensure that 
all proposed system changes are reviewed to 
check that they do not compromise the secu-
rity of either the system or the operating envi-
ronment.
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