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About GNUCITIZEN

ċThink tank

àInvolved in research

àPublic/independent

àPrivate/commercial

ċEthical hacker outfit

àResponsible disclosure

àWe have nothing to hide

ċThe only active tiger team in the UK

àProud to have some of the best pros in our team



Cracking into embedded
devices and beyond!

Practical overview of offensive techniques against embedded devices



The drive behind this research

ċMany embedded devices are much easier to 
compromise than modern desktop/server 
systems

àYet not much public research as compared to other 
sec research fields

ċMainly focused on HTTP, UPnP and SNMP

ċAttacking the web console is one of the easiest 
ways to own the target device

àCheck out the router hacking challenge if you donôt 
believe us! [link]

http://www.gnucitizen.org/projects/router-hacking-challenge/


Focus on remotely exploitable bugs

ċYes, local network attacks are cool, but this 
wasnôt the focus of my research

ċTwo types of remote attacks:

àClassic server-side attack: no interaction required 
from victim user. Probe daemon on device directly

àNew generation victim-user-to-server attack: target 
daemon only available on LAN interface. Exploit 
relies internal user as a proxy to attack device from 
inside the network



Why ñand beyondò?

ċOK, so you compromise an appliance. So 
what? i.e.: who cares about my printer being 
owned?

ċWe need to think in more than one dimension: 
How far can you go after you own a device?



Why ñand beyondò?: stepping stone 
attacks

ċIf Internet-visible device not properly 
segmented we can use compromised device as 
stepping stone and probe the internal network 
(LAN)

àInternet -> Target Device -> LAN

ċNot many companies consider DMZing 
ñmiscellaneousò devices

à i.e.: printers, IP cameras, VCR appliances, UPS 
appliances



Why ñand beyondò?: stepping stone 
attacks (pt 2)

ċMost of what we need to probe the LAN 
already on device. i.e.:

àAxis camera with shell scripting (mish) and PHP 
support

àRouters with port-forwarding functionalities



Why ñand beyondò?: stepping stone 
attacks (pt 3)

ċbrute-force URLs of internal web server 
via Axis cameraôs telnet interface
à #!/bin/mish

[snip]

for i in `cat $2`

do

if shttpclient -p $1/$i/ | grep 404 > /dev/null

then

:

else

echo "possible resource found: $1/$i/"

fi

sleep $3

done



Why ñand beyondò?: exploit 
password reuse

ċDump all passwords stored on device and try 
against all login interfaces on target companyôs 
netblocks

àPasswords could be found on:  client-side HTML 
source code, config file, SNMP OIDs

àLogin interfaces include: SSH, telnet, FTP, Terminal 
Services, VNS, SSL VPNs (i.e.: Juniper SA), 
SNMP, etc é



Why ñand beyondò?: exploit 
password reuse (pt 2)

ċExamples of password leaks via SNMP

à BT Voyager 2000 leaks ISP credentials (PPPoE) [link]

ǒ Credits: Konstantin Gavrilenko

à Several HP JetDirect leak JetAdmin passwords (returned as 
hex)

ǒ via OID .1.3.6.1.4.1.11.2.3.9.4.2.1.3.9.1.1.0 [link]

ïCredits: FX  and kim0

ǒ via OID .1.3.6.1.4.1.11.2.3.9.1.1.13.0 [link]

ïCredits: Sven Pechler

à ZyXEL Prestige routers leak Dynamic DNS service 
password [link]

ǒ via OID .1.3.6.1.4.1.890.1.2.1.2.6.0 

http://www.securityfocus.com/archive/1/366780
http://www.phenoelit-us.org/stuff/HP_snmp.txt
http://www.securityfocus.com/archive/1/313618/30/0/threaded
http://www.procheckup.com/Hacking_ZyXEL_Gateways.pdf


Why ñand beyondò?: exploit features 
creatively

ċExploit features supported by target device for 
your own good. i.e.:

à if IP camera is compromised, then replace the video 
stream to bypass surveillance controls! (will be 
demoed at end of presentation)

àWrite script that calls the ping diagnostic tool 
automatically in order to map the internal network 
[link]

àPhish admin pass via Dynamic DNS poisoning 
Dynamic DNS [link]

http://www.gnucitizen.org/projects/zyxel-gateways-vulnerability-research-part-2/Hacking_ZyXEL_Gateways_part_2.pdf
http://blog.procheckup.com/2008/03/capturing-admin-passwords-of-embedded.html


Why ñand beyondò?: exploit features 
creatively (pt 2)

ċPing-sweep LAN via ping web diagnostic tool on ZyXEL 
Prestige routers (tested on ZyXEL P-660HW-T1)

à [snip]
for IP in `cat $3`

do

echo "pinging: $IP"

if curl -s -L -d "PingIPAddr=$IP&Submit=Ping&IsReset=0" 
--url "http://$1/Forms/DiagGeneral_2" | 
grep "Ping Host Successful" > /dev/null

then

echo "live!: $IP"

fi

done
[snip]



Why ñand beyondò?: exploit features 
creatively (pt 2)

ċPhish admin password of ZyXEL Prestige 
routers via Dynamic DNS poisoning [link]

à1. Compromise DDNS service credentials

ǒExtract from ó/rpDyDNS.htmlô after exploiting privilege 
escalation vulnerability [link]

ǒ Via SNMP (OID: .1.3.6.1.4.1.890.1.2.1.2.6.0)

à2. Login to www.dyndns.com with stolen credentials 
and make domain used to manage device resolve 
to evil site

à3. Wait for admin to enter password on spoof login 
page ñevil siteò

http://www.gnucitizen.org/projects/zyxel-gateways-vulnerability-research-part-2/Hacking_ZyXEL_Gateways_part_2.pdf
http://www.procheckup.com/Hacking_ZyXEL_Gateways.pdf


Why ñand beyondò?: exploit features 
creatively (pt 3)

ċ$ snmpwalk -v2c -c public x.x.x.x 
1.3.6.1.4.1.890.1.2.1.2

SNMPv2-SMI::enterprises.890.1.2.1.2.1.0 = 
INTEGER: 2 SNMPv2-
SMI::enterprises.890.1.2.1.2.2.0 = INTEGER: 2 
SNMPv2-SMI::enterprises.890.1.2.1.2.3.0 = STRING: 
"myddnshostname" SNMPv2-
SMI::enterprises.890.1.2.1.2.4.0 = STRING: 
"myemail@domain.foo" SNMPv2-
SMI::enterprises.890.1.2.1.2.5.0 = STRING: 
"myddnsusername" SNMPv2-
SMI::enterprises.890.1.2.1.2.6.0 = STRING: 
"MYDDNSP4SS" SNMPv2-
SMI::enterprises.890.1.2.1.2.7.0 = INTEGER: 2 



Need to take security of 
ómiscellaneousô devices seriously

ċWhoôs paying attention to printers, cameras, 
etc? Anyone?

ċñAfter all theyôre just primitive devicesò

ċTheir security not taken into account as 
seriously as ñrealò serversô



Type of bugs we have found!

ċ Web management console

à Auth bypass [link] [link]

à XSS - reflected and persistent! [link]

à CSRF - most devices are affected

à Privilege escalation [link] [link]

à Call jacking (new type of attack): hijacking VoIP calls via HTTP with creativity [link] [link]

ċ SNMP

à Password leaks via SNMP read access

à Came up with new type of attack: SNMP injection

ċ UPnP (SOAP XML)

à UPnP doesnôt use passwordsby design

à Forging interesting requests. i.e.: ósetDNSServerô

à Onion routers via abused óNewInternalClientôcalls

à Can be forged either with XSS+ XMLHttpRequest() or Flashôs navigateToURL() 

à Predictable default WEP/WPA algorithms [link]

http://www.gnucitizen.org/blog/bt-home-flub-pwnin-the-bt-home-hub-4/
http://archive.cert.uni-stuttgart.de/bugtraq/2006/07/msg00283.html
http://www.gnucitizen.org/blog/persistent-xss-and-csrf-on-wireless-g-adsl-gateway-with-speedbooster-wag54gs
http://www.procheckup.com/Hacking_ZyXEL_Gateways.pdf
http://www.gnucitizen.org/blog/bt-home-flub-pwnin-the-bt-home-hub-4/
http://www.gnucitizen.org/blog/call-jacking/
http://www.gnucitizen.org/projects/total-surveillance-made-easy-with-voip-phones/snom.htm
http://www.gnucitizen.org/blog/default-key-algorithm-in-thomson-and-bt-home-hub-routers/


Personal Fav. #1: 
CSRF + auth bypass

ċIdeal when web int. NOT enabled on WAN

ċAny admin setting can be changed

ċPayload is launched when admin tricked to visit 
3rd-party evil page

ċEvil page makes browser send forged request 
to vulnerable device


