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About GNUCITIZEN

¢ Think tank

a Involved In research
a Public/independent
a Private/commercial

¢ Ethical hacker outfit

a Responsible disclosure
a We have nothing to hide

¢ The only active tiger team Iin the UK
a Proud to have some of the best pros in our team




Cracking into embedded
devices and beyond!



The drive behind this research

¢ Many embedded devices are much easier to
compromise than modern desktop/server
systems

a Yet not much public research as compared to other
sec research fields

¢ Mainly focused on HTTP, UPnP and SNMP

¢ Attackingthe web console is one of the easiest
ways to own the target device

aCheck out t hhe router hack
believe us! [ink]


http://www.gnucitizen.org/projects/router-hacking-challenge/

Focus on remotely exploitable bugs

¢ Yes, local network attacks are cool, but this
wasnot the focus of my

¢ Two types of remote attacks:

a Classic server-side attack: no interaction required
from victim user. Probe daemon on device directly

a New generation victim-user-to-server attack: target
daemon only available on LAN interface. Exploit
relies internal user as a proxy to attack device from
iInside the network



Why nand beyor

¢ OK, so you compromise an appliance. So
what? I.e.: who cares about my printer being
owned?

¢ We need to think in more than one dimension:
How far can you go after you own a device?



Why nand beyondo?
attacks

¢ If Internet-visible device not properly
segmented we can use compromised device as
stepping stone and probe the internal network
(LAN)

a Internet -> Target Device -> LAN

¢ Not many companies consider DMZing
Ami scell aneouso devi ces

a l.e.: printers, IP cameras, VCR appliances, UPS
appliances



Why nand beyondo?
attacks (pt 2)

¢ Most of what we need to probe the LAN
already on device. I.e.:

a Axis camera with shell scripting (mish) and PHP
support

a Routers with port-forwarding functionalities



Why nand beyondo?
attacks (pt 3)

¢ brute-force URLs of internal web server

via AXI S cameraos ¢t e
a #!/bin/mish
[snip]
foriin ‘cat$2
do
if shttpclient -p $1/$i/ | grep 404 > /dev/null
then

else
echo "possible resource found: $1/$i/"
fi
sleep $3
done



Why nand beyond
password reuse

¢ Dump all passwords stored on device and try
agal nst al | l ogli n I nter
netblocks

a Passwords could be found on: client-side HTML
source code, config file, SNMP OIDs

a Login interfaces include: SSH, telnet, FTP, Terminal
Services, VNS, SSL VPNs (i.e.: Juniper SA),
SNMP, etc &



Why nand beyond
password reuse (pt 2)

¢ Examples of password leaks via SNMP
a BT Voyager 2000 leaks ISP credentials (PPPoE) [ink]

s Credits: Konstantin Gavrilenko

a Several HP JetDirect leak JetAdmin passwords (returned as
hex)
» viaOID .1.3.6.1.4.1.11.2.3.9.4.2.1.3.9.1.1.0 llink]

i Credits: FX and kimO
s viaOID .1.3.6.1.4.1.11.2.3.9.1.1.13.0 [link]

i Credits: Sven Pechler

a ZYXEL Prestige routers leak Dynamic DNS service
password 1nkl

s viaOID .1.3.6.1.4.1.890.1.2.1.2.6.0


http://www.securityfocus.com/archive/1/366780
http://www.phenoelit-us.org/stuff/HP_snmp.txt
http://www.securityfocus.com/archive/1/313618/30/0/threaded
http://www.procheckup.com/Hacking_ZyXEL_Gateways.pdf

Why nand beyondo?
creatively

¢ Exploit features supported by target device for
your own good. I.e.:

a If IP camera Is compromised, then replace the video
stream to bypass surveillance controls! (will be
demoed at end of presentation)

a Write script that calls the ping diagnostic tool
ﬁ:ﬂtlomatically In order to map the internal network

a Phish admin pass via Dynamic DNS poisoning
Dynamic DNS [ink]


http://www.gnucitizen.org/projects/zyxel-gateways-vulnerability-research-part-2/Hacking_ZyXEL_Gateways_part_2.pdf
http://blog.procheckup.com/2008/03/capturing-admin-passwords-of-embedded.html

Why nand beyondo?
creatively (pt 2)

¢ Ping-sweep LAN via ping web diagnostic tool on ZyXEL
Prestige routers (tested on ZyXEL P-660HW-T1)

a [snip]
forIP in "cat $3°
do
echo "pinging: $IP"

if curl -s -L -d "PingIPAddr=$IP&Submit= Plng&IsReset:O"
--url’ http //$1/Forms/D|agGeneraI 2" |
grep "Ping Host Successful” > /dev/null

then
echo"live!: $IP"
fi
done
[ship]



Why nand beyondo?
creatively (pt 2)

¢ Phishadmin password of ZyXEL Prestige
routers via Dynamic DNS poisoning i«

a 1. Compromise DDNS service credentials

sExtract from o/ r pDyDNS. ht ml
escalation vulnerability Lokl

> Via SNMP (OID: .1.3.6.1.4.1.890.1.2.1.2.6.0)
a 2. Login to www.dyndns.com with stolen credentials

and make domain used to manage device resolve
to evil site

a 3. Wait for admin to enter password on spoof login
page nevi | SsiIteo


http://www.gnucitizen.org/projects/zyxel-gateways-vulnerability-research-part-2/Hacking_ZyXEL_Gateways_part_2.pdf
http://www.procheckup.com/Hacking_ZyXEL_Gateways.pdf

Why nand beyondo?
creatively (pt 3)

¢ $ snmpwalk -v2c -c public X.x.X.X
1.3.6.1.4.1.890.1.2.1.2

SNMPv2-SMI:.enterprises.890.1.2.1.2.1.0 =
INTEGER: 2 SNMPV2-
SMI::enterprises.890.1.2.1.2.2.0 = INTEGER: 2
SNMPV2-SMI::enterprises.890.1.2.1.2.3.0 = STRING:
"myddnshostname" SNMPv2-
SMI::enterprises.890.1.2.1.2.4.0 = STRING:
"myemail@domain.foo” SNMPv2-
SMI::enterprises.890.1.2.1.2.5.0 = STRING:
"myddnsusername" SNMPV2-
SMI::enterprises.890.1.2.1.2.6.0 = STRING:
"MYDDNSP4SS" SNMPv2-
SMI::enterprises.890.1.2.1.2.7.0 = INTEGER: 2



Need to take security of
Omi scell aneouso ¢

¢cWhooO0Os paying attenti on
etc? Anyone?

cnNAfter all theyore | us!H

¢ Their security not taken into account as
seriously as Areal o ser



Type of bugs we have found!

¢ Web management console

a Auth bypass [nkink

a XSS - reflected and persistent! lin

a CSRF-mostdevices are affected

a Privilege escalation lnkl[link

a Calljacking (newtype of attack): hijacking VolIP calls via HTTP with creativity [inkl lin
¢ SNMP

a Password leaks viaSNMP read access
a Came up with newtype of attack: SNMP injection
¢ UPNnP (SOAP XML)

a UPnPdoesno6t use bpdaessgs wor ds

a Forging interesdeiDNSServnegbQuests. i .e.: O

a Onionroutersviaabusedo Ne wl nt er gadld Cl i ent 0

a Can be forged either with Xa&igate{dWRUI)t t pRequest () o
a Predictable default WEP/WPA algorithms [ink]


http://www.gnucitizen.org/blog/bt-home-flub-pwnin-the-bt-home-hub-4/
http://archive.cert.uni-stuttgart.de/bugtraq/2006/07/msg00283.html
http://www.gnucitizen.org/blog/persistent-xss-and-csrf-on-wireless-g-adsl-gateway-with-speedbooster-wag54gs
http://www.procheckup.com/Hacking_ZyXEL_Gateways.pdf
http://www.gnucitizen.org/blog/bt-home-flub-pwnin-the-bt-home-hub-4/
http://www.gnucitizen.org/blog/call-jacking/
http://www.gnucitizen.org/projects/total-surveillance-made-easy-with-voip-phones/snom.htm
http://www.gnucitizen.org/blog/default-key-algorithm-in-thomson-and-bt-home-hub-routers/

Personal Fav. #1:
CSRF + auth bypass

¢ ldeal when web int. NOT enabled on WAN
¢ Any admin setting can be changed

¢ Payload is launched when admin tricked to visit
39-party evil page

¢ Evil page makes browser send forged request
to vulnerable device



